Office of the Senior Vice President and Provost
1550 Beardshear Hall • Ames, IA 50011-2021

April 22, 2014
John Q Sample
123 Main Street
Anytown, US 12345-6789

Dear Former Iowa State University Student,
I am writing as a precautionary measure to notify you that some of your personal information
could have been accessed, for a limited period of time, by a third party. Class lists that included
your name, birth date, and Social Security number were stored on one or more servers within the
departments of Computer Science, World Languages and Cultures, and Materials Science and
Engineering. Those servers were hacked, and infected with unauthorized software that sought to
generate enough computing power to create digital currency known as Bitcoin.
Iowa State has received no reports, nor do we have any evidence, that your information was
actually viewed, accessed, or used in any way. No student financial information was in the
data, and we do not believe that your personal information was a target of this server
breach.
The hacking was first discovered on two of the infected servers on February 28th, 2014 and the
breach was repaired by March 3rd. Our investigation indicates the hacking occurred on February 3rd.
The determination that students’ personal information was on the infected servers was made
March 17th. A third infected server with personal information was identified on March 28th. Law
enforcement officials have been notified of the incident. An Iowa State response team has also
been working on this issue, and is taking steps to increase computer security and help prevent
similar incidents from occurring in the future.

AllClear PRO: This service offers additional layers of protection including credit monitoring and a
$1 million identity theft insurance policy. To use the PRO service, you will need to provide your
personal information to AllClear ID. You may sign up online at enroll.allclearid.com or by phone
by calling 877-403-0281 using the following redemption code: 9999999999.
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AllClear SECURE: The team at AllClear ID is ready and standing by if you need help protecting
your identity. You are automatically eligible to use this service - there is no action required on
your part. If a problem arises, simply call 877-403-0281 and a dedicated investigator will do the
work to recover financial losses, restore your credit and make sure your identity is returned to its
proper condition. AllClear maintains an A+ rating at the Better Business Bureau.
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As an added precaution, we have arranged to have AllClear ID protect your identity for 12 months
at no cost to you. The following identity protection services start on the date of this notice and you
can use them at any time during the next 12 months.

Please note: Additional steps may be required by you in order to activate your phone alerts
through the AllClear web site.
In addition to the AllClear services, please review the enclosed information regarding identity
theft prevention strategy.
You may continue to receive legitimate requests for information by phone, mail, or email from the
Iowa State University Foundation or Iowa State University Alumni Association. However, no
representative from Iowa State will ever ask for your Social Security number. If you question
whether these or other requests you receive are legitimate, we recommend you contact the
Foundation at 515-294-4607, or the Alumni Association at 515-294-6525. If you suspect a caller
is phishing for personal information, you also may report such incidents to our computer security
team at 877-478-1000, or serverbreach@iastate.edu.
Protecting personal information is a high priority for Iowa State, and a responsibility we take very
seriously. In response to this incident, we have deleted the files that contained your information;
decommissioned the servers that contained the student data, and physically destroyed them;
ensured operating software on similar servers is up-to-date; and we are scanning information
technology systems for protected information.
Please accept our sincere apologies for any inconvenience this incident may cause you. The intent
of this communication is not to alarm you, but to be open, honest, and transparent. Iowa State
remains committed to safeguarding your personal information and providing you with the
resources to stay protected.
With best regards,

Jonathan Wickert
Senior Vice President and Provost
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